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Abstract: In the field of digital circuit design, the extensive ap-
plications of reusable intellectual property (IP) simplify the design
procedure based on very large scale field programmable gate array
(FPGA), and shorten the time to market (TTM), However, the
flexibility of reusable IP makes itself easy to be stolen and illegally
distributed by intruders. The protection method proposed in this
paper maps IP owner’s signature to combinational logic functions,
and then implements these functions into unused lookup tables
(ILUTs) in the design based on FPGA, which can be used as a
strong proof of IPs ownership. The related experiment results show
that this protection method has favorable characteristics such as low
overhead, few effects on performance, and high security.
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0 Introduction

n the field of digital circuit design, field programma-

ble gate array(FPGA) is widely used. With the great
improvements in capacity, functionality and credibility,
FPGA is also used to solve the problem of high invest-
ment in non recurring engineering (NRE) and long time
to market( TTM)'®,

With the appearance of very large scale FPGA, de-
sign method based on Intellectual Property(IP) reuse has
been accepted more and more, meanwhile how to protect
IP from being illegally distributed is becoming a serious
problem'®!. This article proposed a new method, which
maps [P owner’s signature to combinational logic func-
tion and embeds the function into FPGA, to validate IP’s
ownership.

1 SRAM FPGA

It was reported that the Static Random Access
Memory (SRAM) FPGAs have a market share higher
than 60%"%), therefore the watermark method proposed
in this paper aims to protect IP’s ownership of such FP-
GAs.

As shown in Fig. 1, most SRAM FPGA is com-
posed of configurable logic block (CLB), Input/Qutput
block (10B) and configurable routing resource
(CRR)M. The CLB consists of {lip flop and LUT.

Each n-input LUT can be considered as a 2" X1 bits
RAM, and used to implement an arbitrary combinational
logical function with » variables.
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2 Watermark Generating or
Embedding and Extraction

The procedures to generate watermarked IP by using
combinational logic function and to extract information
from watermarked IP are described in Fig. 1 and Fig. 2.
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Fig. 1 The structure of SRAM based FPGA
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Fig.2 Watermark generating, embedding and extracting

2.1 Watermark Generating
Watermark generating procedure is shown in Fig. 3.
Owner-related information is padding with “0” to
meet the length requirement of encryption algorithm,
Watermark (WM) is generated by encrypting pad-
ded information in Cipher Block Chaining (CBC) mode,
with KEY as encryption key, IV as an Initial Vector.
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2.2 Watermark Grouping

In the traditional embedding method™®®1, therefore
each 4-input LUT always embeds 16 b watermark. In or-
der to improve the camouflage, the WM is divided into
groups. Each group has different number of watermark
bits, which can be mapped to a combinational logic func-
tion and implemented with a 4-input LUT. The pseudo
code of watermark grouping is shown as follows:

WM= wm, wmy; Wmumbe: » ;//in hexadecimal form

grpy =wm, ;j=1;//group index

for (1=2;i<=number_w;i++)!{

if(wm,—, >=wm;){j++; grp; =null;}

grp; = grp; & wm; ;)

number_g=j; GRP=grp, grp; grPuumber ¢ 3
2.3 Position Selecting

Embedding position is selected within unused slices.
Each slice has 2 LUT with 4 inputs. Therefore the num-
ber of position should be:

number_p=1+[number_g/2]

KEY is used as a seed to select embedding position
randomly within unused slices. The pseudo code of posi-
tion selection is shown as follows:

SLICE=
slices

number_p=1+[number_g/2];//number of position

if(number_s<number_p) exit for insufficient slices;

{slice; , slice, , ***y slicepumper « } 3//unused

srand(KEY);// set a random starting point
for(i=1;:<=number_p;i++){
rnd; =1-+rand( ) % number_p; pos; =slicena. 3
for(;=1;;<li;;++) il(tnd;== rnd;) i——3}
POS={pos; , posz »***s POSuumber 5 }
2.4 Watermark Embedding
Before embedding, each group in Section 2. 2 should
be mapped to a combinational logic function in terms of
minterms, in which one hexadecimal bit is mapped to a
corresponding minterm, Then the function will be imple-
mented in the corresponding position,
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The pseudo code of embedding grp; is shown as fol-
lows:;

grp; =wm,; wm,, wm;; ;//the group

val_ij= HEX2DEC (wm; );//the index of mint-
erm

fun; =my o+ o Fme 3/ / the logic fune-
tion

implement fun; in pos; (/27

Because there are few conjunctions between embed-
ding positions and original design positions, intruders are
likely to find out the embedding positions easily. Al-
though the embedded watermark can not be deduced only
from the positions, intruder can mangle the embedded
watermark without affecting the original design’s func-
tion, In order to hide embedding position, additional rou-
ting constrains should be randomly added without affect-
ing original routes and layouts. With the help of extra
constrains, embedding positions resemble a part of origi-
nal design, which make it more difficult for intruders to
detect.
2.5 Watermark Extracting

In order to validate IP’s ownership, embedded wa-
termark should be extracted as follows,

@ Finding out the embedding position with the help
of KEY: POS={pos;» posz» *** POSuumber_p ) ;

@ Extracting logical function embedded in each
LUT: FUN={{un;, fung, *** funpumper ¢ | 3

(3 Writing fun; in terms of minterms with ascending
order: and then mapping fun; to grp; in hexadecimal
form, in which each minterm is mapped to a correspond-
ing hexadecimal bit;

@ The watermark is; WM=grp, grp;*** 8tPoumber ¢ §

® Reverse watermark generating process to get ex-
tracted information,

3 Experimental Results and Analysis

The following properties can be use to evaluate the
performance of an IP protection method 7%,

3.1 Overhead

Overhead is the cost induced by watermark embedding,
which can be categorized as physical cost and design cost.

In this paper, physical cost is the additional slices
used to embed watermark. Fig. 4(a),(b) are the growth
ratio of slice respectively caused by embedding different
length of watermark in b05 of International Test Confer-
ence 1999 (ITC99) L1, and by embedding same length
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Fig. 4 Physical cost caused by watermark embedding
(a) Different watermarks in same design;

(b) Same watermark in different designs

of watermark in different designs of ITC99.

The conclusion can be summarized as; the growth
ratio of slice is in direct ratio to the watermark length,
while is in reverse ratio to the number of slices needed by
original design,

Design cost is the additional design time caused by
watermark embedding. According to the embedding pro-
cedure, design cost should be less. The experimental re-
sult shown in Fig. 5 can be used as a proof.

3.2 Effect on Performance

This property is used to describe the performance
degradation caused by watermark embedding (Fig. 6).

As mentioned before, the watermark embedding
procedure will not change the original design’s route and
layout; therefore, there should no effects on the per-
formance of original design.

Related experimental results are shown in Table 1

and Table 2.
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Fig.5 Design cost caused by watermark embedding

(2) Original layout

(b) Layout with 1024 bits watermark
Fig.6 Layout of bl4 of 1TC99

Table 1 Different watermarks

Table 2 Samie watermark in

in same design b05 different designs MHz
Mark Fax Frmax
size/b /MHz Design Before Aftter
0 57.2 embedding embedding
128 57.2 bo1 128.0 128.0
256 57.2 04 62.2 62.2
512 572 bo5 57.2 57.2
768 57.2 bo7 94,6 94,6
1024 57 2 03 104.2 104. 2
b09 105.1 105.1
1280 51.2 b10 119. 8 119. 8
1536 57.2 bl1 75.4 75.4
1792 57.2 b12 73.8 73.8
2048 57.2 bl4 25.1 25. 1
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3.3 Security

Security is the ability of watermark to resist differ-
ent hostile attacks, During the watermark embedding pro-
cedure, extra routing constrains have been added between
watermark positions and original design positions Fig, 6.
Those constrains will make it more difficult for intruder
to locate the embedding positions, so as to damage or ex-
tract watermarks,

4 Conclusion

In the field of IP design, IP owners pay more atten-
tions to protecting their designs from being illegal distrib-
uted. The method proposed in this paper can do such
protection by embedding watermark into unused LUTs,
and has been proven to have good characteristics such as
low overhead and few effects on performance.
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