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Applications:

Identification

Authentication

Key generation

Metrics:

➢Steadiness (Intra-chip variations) :

➢Uniqueness (Extra-chip variations) :

●Randomness

IC i (T ,V )=
1
N
∑
j=1

N HD (ri , j , r i ,ref )
n

×100

EC= 1
M (M−1)N ∑i=1

M

∑
k=1,k≠ i

M

∑
j=1

N

HD
(r i , j , rk )
n
×100

Parameters:
  
➢Temperature :
-15 to 65°C

➢Voltage :
1,1 to 1,3V for Spartan 6
1,05 to 1,15V for Cyclone V

➢Acquisition time :
6µs

Response 
bit per

Steadiness 
(mean value over 30 chips)

Uniqueness 
(over 30 chips)

challenge Xilinx Spartan 6 Altera Cyclone V Xilinx Spartan 6 Altera Cyclone V

1 2,63% 1,80% 48,46% 47,62%
2 2,36% 2,66% 47,22% 48,58%
3 3,56% 3,73% 45,52% 47,39%

Response 
bit per

Temperature range (10%) Voltage range (10%)

challenge Xilinx Spartan 6 Altera Cyclone V Xilinx Spartan 6 Altera Cyclone V

1 2°C to 65°C - 1,10V to 1,27V 1,05V to 1,15V
2 2°C to 65°C - 1,14V to 1,27V 1,05V to 1,15V
3 5°C to 48°C - 1,16V to 1,25V 1,06V to 1,13V
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SALWARE projectSALWARE project

● LUT6 instantiation
● Placement by hand
● Hard Macro

Init
Output

Init

LUT 1 LUT 2 LUT 3 LUT 4

Slice_X 1

LUT 1 LUT 2 LUT 3 LUT 4

Slice_X 2

LUT 4 LUT 3 LUT 2 LUT 1

Slice_X 4

LUT 4 LUT 3 LUT 2 LUT 1

Slice_X 3

Xilinx FPGA Editor view
Delays

Starting 
Gate

Ending 
Gate

Branch 1 Branch 2

And Not 1 0,143 0,143

Not 1 Not 2 0,352 0,352

Not 2 Not 3 0,230 0,230

Not 3 Not 4 0,494 0,494

Not 4 Not 5 0,143 0,143

Not 5 Not 6 0,352 0,352

Not 6 Not 7 0,230 0,230

Not 7 And 0,626 0,626

● 4 Slices per cell
● Delays fully balanced

Init
Output

Init

Lab 1

LUT 1

Lab 2

LUT 8

LUT 1LUT 8

LUT 2 LUT 3 LUT 4 LUT 5 LUT 6 LUT 7

LUT 7 LUT 6 LUT 5 LUT 4 LUT 3 LUT 2

● LCELL: delay element
● Placement by hand
● Logic lock for the full system

● 2 LAB per cell
● 0,035ns delay difference

LCELL

LAB 1 LAB 2

LCELL5 LCELL6 LCELL5 LCELL6

NOT NOT
AND AND

LCELL1 LCELL2 LCELL1 LCELL2
LCELL3 LCELL4 LCELL3 LCELL4

LAB configuration
Delays

Starting 
Gate

Ending 
Gate

Branch 1 Branch 2

And LCELL 1 0,257 0,257

LCELL 1 LCELL 2 0,259 0,259

LCELL 2 LCELL 3 0,249 0,249

LCELL 3 LCELL 4 0,254 0,254

LCELL 4 LCELL 5 0,220 0,220

LCELL 5 LCELL 6 0,260 0,260

LCELL 6 Not 0,242 0,242

Not And 0,348 0,373

The TERO behaviorThe TERO behavior

The oscillation number 
depends on the process variations

10 ns/div
init: 620mV/div
Tero_out: 500mV/div 

init

Tero_out

FPGA
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